CIA's internecine struggle in the 1960s about counterespionage left a
cloud over counterintelligence disciplines there. At the core was the
chief, James Angleton, and his trusted Soviet defector, Anatoliy
Golitsyn; the trigger was the distrusted defection of another Soviet
intelligence officer, Yuriy Nosenko. The saga was Homeric. It has been
told many times-but never, | think, so well as in this meticulous logical
and empirical exercise. The author has been one of CIA's finest
intellects. He has published trenchantly in the open literature on
theories of deception and counterdeception. Yet one must now
acknowledge that cogent exoneration of Nosenko contributed to
permanent rejection of Angleton, and eventually to years of reluctance
to suspect even Aldrich Ames. So standards for vigilance remain
disputable.

Nosenko: Five Paths to Judgment
RICHARDS J. HEUER, JR.

Yuriy Nosenko, amiddle-level KGB officer, volunteered his
services to the Central Intelligence Agency in Genevain 1962 and defected to
the United States in 1964. His defection initiated a bitter and divisive contro-
versy over his bonafides that lasted at least 10 years, seriously impaired CIA
operations against the Soviet Union, and today till simmers beneath the sur-
face of debates about Soviet deception.

This study tells much of this important and fascinating case, but that is not
its only purpose. It adso explores some of the fundamental yet often unrecog-
nized assumptions that channel our thinking as we analyze the possibility of
deception. The Nosenko controversy is used to illustrate five fundamentally
different criteria for making judgments about deception. Examination of the
controversy shows that the analytical criterion one uses determines what evi-
dence one looks at and possibly the conclusion one reaches. It aso shows that
one's preferred criterion may be strongly influenced by professional experience
and organizational affiliation. It is important for anyone analyzing the possi-
bility of deception to recognize the existence of alternative criteriafor making
judgments and to understand the strengths and limitations of each.

This report has three parts. Part | is an overview of the Nosenko case and
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the controversy surrounding it. It provides background information needed to
understand the more conceptual and analytical parts that follow. Part |1 pre-
sentsthefive criteriafor makingjudgments about deception and describes how
each was applied by different parties to the Nosenko controversy. Part |11
draws conclusions from the previous discussion.

The report is based on two types of sources. One sourceis my own memory
from theyears 1965 to 1969. Although not personally involvedin the handling
or the analysis of the case, my job at that time did require that | be well
informed about it and related countelintelligence cases. More recently, | re-
viewed files on the case, including the sx major studies of Nosenko's bonafides
and many lesser reports and memorandums dealing with this issue. This is an
extraordinarily rich data base for studying how counterintelligence andysis
should and should not be conducted.*

I Overview

Yuriy Nosenko came from a prominent family. His father was the Soviet
Minister of Shipbuilding in the 1950s, member of the Communist Party Cen-
tral Committee, deputy to the Supreme Soviet, and close personal friend of
senior Politburo members. He had towns named after him, and his death was
commemorated by a plague on the Kremlin wall.

Son Yuriy joined naval intelligencein 1949 at age 22, then transferredto the
KGB in 1953. Hisinitial KGB assignment was in the American Department of
the Second Chief Directorate (Internal Counterintelligence) with respon-
sibility for work against American journalists and military attaches assigned to
Moscow. In 1955, Nosenko was transferred to the Tourist Department, and in
1958 became deputy chief of the section responsible for work against American
and British tourists in the USSR. After spending 1961 and 1962 back in the
American Department working against the U. S. Embassy in Moscow, Nosenko
returned to the Tourist Department, where he became deputy chief.

In June 1962, Nosenko contacted the CIA Station in Geneva, Switzerland,
where he was on temporary assignment as security officer with a Soviet disar-
mament delegation. In a series of debriefings, he provided information on
KGB operations against the United States and Great Britain. Nosenko noted
that, with awife and childin the USSR, he had no desire or intention to defect,
but he did agree to work as an agent in place and to meet with CIA officers on

1. Information on the Nosenko case is also available in the unclassified literature. Several
journalists were able to gain access to sensitive information because the bitterness of the contro-
versy over Nosenko prompted some retired or fired CIA officers to defend their positions in the
open press. Owing to the sources used by these journalists, their published accounts focus on
grounds for suspicion of Nosenko. Although generally accurate in representing this Single point of
view, they are inaccurate on many points of detail.

Nosenko 381

subsequent tripsto theWest. Herejected contact in Moscow, and, in any event,
this seemed unnecessary as he anticipated future travel to the West.

Subsequent evaluation of information provided by Nosenko during the
1962 meetings led to the conclusion that he was acting under KGB control. It
was initially believed that the purpose of the KGB-controlled operation was to
divert [CIA investigators from pursuing the leads they were given about KGB
agents by] another KGB officer, Anatoliy Golitsyn, who had defected to the
CIA Station in Helsinki sx months before. This thesis is discussed in greater
detail below.

When Nosenko returnedto Genevain January 1964, he confronted his CIA
handlerswith two surprises. hewanted to defect immediately, and he had been
the officer responsible for the KGB file on Lee Harvey Oswald. Oswald, a
former U.S. Marine who had defected to the Soviet Union and | ater returned to
the United States with a Soviet wife, had assassinated President Kennedy just
two months earlier. Given Oswald's background, pOSSble Soviet or Cuban
involvement was one of the most burning issues faced by the Warren Commis-
sion investigation of the President's assassination.

Nosenko reported that he had personally handled the Oswald case on two
occasions-first, when Oswald defected while on a tourist Visit to the Soviet
Union, and later when he was tasked to review the file on Oswald after the
assassination. Nosenko assuredthe U.S. Government that the KGB had had no
involvement whatsoever with Oswald or with the assassination. However,
Nosenko's account of the KGB's handling of Oswald differed on several signifi-
cant points from what were believed to be standard KGB policies and proce-
dures.

These surprises obviously increased suspicion of Nosenko, but they dso
heightenedinterestin his full debliefing. | f he were bonafide, the value of his
informationwas obvious. Ifhewere operating under Soviet direction, the KGB
was clearly trying to conceal some aspect of its relationship with Oswald. A full
debliefing of Nosenkoin the United States offered an opportunity to break him
and learn the true story, or at least to "mirror-read" his account in order to
identify Soviet goals on an issue of paramount importance to the Warren
Commission and the U.S. Government-possible Soviet involvement in the
President's assassination.

Nosenko's defection was accepted, and hewas brought to the United States
as aparolee under CIA custody in February 1964. The initial debliefing was
conducted with care not to reveal to Nosenko any of these suspicions. This
debliefing reinforced doubts about his bona fides, soin April 1964, with the
approval of the Attorney General, Nosenko was placed in confinement and
hostile interrogation began. (Because Nosenko was a parolee rather than a
legal immigrant, CIA bore legal responsibility for his actions. Nosenko's own
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legal rights were ambiguous.) At the end of 1964 Nosenko was transferred to a
specially constructed confinement unit at Camp Peary. During hostile inter-
rogation, he was subjected to psychological intimidation and physical hardship,
but never to physical abuse.

The hostile interrogation seemed to identify many more gaps and anoma-
lies in Nosenko's story, but it did little to clarify key questions. It was to be
argued later that, to the contrary, the way Nosenko was handled during this
interrogation simply muddied the waters. Nosenko's handlers were so con-
vinced that he was under KGB control that the interrogation was designed to
document guilt, rather than to obtain information or make an objective assess-
ment. Theinformation Nosenko provided was generally ignored, as the objec-
tive of the interrogation was to force Nosenko to admit that he did not know
what he should have Imown (according to the assumptions of theinterrogators)
and, therefore, he had not held the positions in the KGB he claimed. The
polygraph examination was manipul ated as ameans of putting additional pres-
sure on Nosenko, which invalidated its use as atest of veracity.

The conviction that Nosenko was under Soviet control led to this case
becoming the touchstone for evaluating other sources on Soviet intelligence.
Sources who provided information supporting Nosenko's story were them-
selves deemed suspect. The theory of a"master plot" devel oped, subsequently
called the "monster plot" by those who rejected this theory, which encom-
passed about adozen counterintelligence sources. Accordingto the master plot
theory, the KGB had avery high-level penetration of CIA, comparable to the
recently exposed penetrations of Kim Philby in the British Secret Intelligence
Service (MIG) and Heinz Felfe in the West German Federal Intelligence
Service (BND). Therefore, al CIA Soviet operationswere at |east known to, if
not controlled by, the KGB. Nosenko and other defectors and sources in place
in Soviet intelligence were being run by the KGB to tie up CIA and FBI
counterintelligence assets in unimportant activities, divert the investigation of
leads to significant Soviet agents, and protect the security and/or enhance the
careers and manipulate the access of Soviet agentswithin CIA andthe FBI-in
short, to keep CIA and the FBI fat and happy and unsuspecting of thetrue state
of affairs. The evidence and rationale for this theory are discussed at length
below.

This theory led to an extensive search for the KGB penetration. CIA offi-
cers with Savic backgrounds and the most experience in dealing with the
Sovietswere among theinitial suspects; the careers of several innocent officers
were permanently damaged. As the magnitude of the information the Soviets
were alleged to be sacrificing for this operation became more apparent, the
searchfor the penetrationfocused at progressively higher levels. At onetimeor
another, the Chief and Deputy Chief of the Soviet Bloc (SB) Division, the
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Chief of the Counterintelligence (Cl) Staff, and the Director of Central Intel-
ligence dl came under suspicion in the minds of some of the principal players.

This atmosphere of suspicion, and the concern that any successful recruit-
ment of a Soviet official might be compromised by the penetration, had a
serious, debilitating effect on operations against Soviet targets. It dso had a
serious adverse impact on morale within SB Division. As time passed, most
division operations officers became generally aware of the theory, but were
carefully compartmented from any detailed Imowledge. A strong resentment
and increasingly vocal opposition developed among those who saw or felt the
impact of this theory but were not privy to the evidence on which it was based.

As more time passed with no progress toward resolving the case, the “tem-
porary" detention of Nosenko without due process oflaw became increasingly
unacceptable. In August 1966, CIA Director Richard Helms gave SB Division
60 days to conclude its case against Nosenko. In February 1967, Tennant
"Pete" Bagley, then Deputy Chief of the Soviet Bloc Division, submitted a
report whose bulk caused it to become Imown as the "Thousand Pager," al-
thoughitwas "only" 835 pageslong. Thereport presented reasonsfor believing
Nosenko to be under [KGB] control and described hundreds of unexplained
gaps or discrepancies in his story. The Soviet Bloc Division had been given
three years to proveits case. It developed substantial circumstantial evidence
but no hard proofinthe form of a confession from Nosenko or identification of
a KGB penetration of CIA. Operations against Soviet targets had been ad-
verselyaffected, dissension and morale problems were growing, and the con-
tinued detention of Nosenko was untenable.

Now it was the critics' turn, and the pendulum began its swing. Helms
assigned his newly appointed deputy, Rufus Taylor, to oversee the case and to
develop aplan for the final disposition of Nosenko's case. DDCI Taylor asked
Gordon Stewart, who was shortly to become Inspector General, to review the
case and develop a recommendation for future action. Stewart was critical of
Bagley'S Thousand Pager. He said it read like a prosecutor's brief, assuming
guilt and interpreting every discrepancy as evidence of this guilt. Stewart
granted that SB Division had shown many of Nosenko's assertions to be bla-
tantly fase. However, the gaps and contradictions could possibly be explained
by personal motives, faulty memory, and coincidence, and did not necessarily
compel aconclusion of KGB control. Stewart concluded that SB Division had
not proved its case against Nosenko, that certain proof might never be avail-
able, and that the time had come for CIA to start to "distance" itself from the
matter. Whether Nosenko was a Soviet agent or not, he had to be removed from
solitary confinement, gradually rehabilitated, and eventually given his freedom
to settle in the United States.

Meanwhile, CI Staff had aso objected to the Bagley report. The Staff
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strongly supported the master plot theory, but took exception to one major
element of the SB Division anadysis. With the help of ClI Staff comments,
Bagley's Thousand Pager was edited down to 407 pages. This report was known
asthe" Green Book" and becamethe official SB Division position on Nosenko.
By the time of its completion in February 1968, however, the case had already
been taken out of SB Division and ClI Staff hands, and the report was a dead
letter before it even went to press.

In September 1967, DCI Helms had transferred responsibility for the
Nosenko case from the SB Division to the Office of Security. In October 1967 a
security officer, Bruce Solie, began a nine-month, friendly reinterrogation of
Nosenko. Rather than trying to trap Nosenko into inconsistencies, the goa of
this debriefing was to obtain a much information as possible and to give
Nosenko an opportunity to develop a single coherent story.

Nosenko "passed” a polygraph examination in August 1968. In October
1968, Solie submitted his report, the third of an eventual total of Sx major
studies of this case. It concluded that Nosenko was a bona fide defector, not
under Soviet control. Solie based this judgment primarily on the value of
information provided by Nosenko, plus benign explanations for many of the
anomalies and inconsistencies identified by SB Division interrogation.

By this time, the SB Division leadership that had propounded the master
plot theory had been reassigned and replaced by officers who would take a
fresh look at theissue. The new leadership gave three experienced SB Division
officers carte blanche to examine the original debriefing reports, reassess the
evidence, and recommend whether or not SB Division should changeits pos-
tion on Nosenko's bonafides. Thethree-man SB Division team, which repre-
sented different backgrounds and points of view, agreed to focus on the anoma-
liesin Nosenko's story. The ground rule was that if any member of the team
stipulated an anomaly as important, it had to be addressed by the other two
members. Each officer could prepare his own anayss, but they would al
address the same issues. Their report, which was finished in January 1969,
became Imown as the three "Wise Men" report.

Therewas easy agreement that most of theinconsistencieslistedin Bagley'S
original Thousand Pager were really insignificant. Attention eventually nar-
rowed to the 14 "stipulated anomalies' that anyone of the three officers had
designated as important. When these were examined from the perspective of
searching for the truth, rather than proving guilt, the case against Nosenko
began to unravel. By this time, it was not difficult to develop nonsinister
explanations. Some of the anomalies and how they were resolved are discussed
later.

The SB Division team split 2 to 1 in favor of Nosenko's bona fides. The
analysis moved the thinldng of dl three officers significantly in the direction of
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accepting Nosenko. One officer who had aways felt that Nosenko might be
bona fide felt he could now prove the case. One who started out believing
Nosenko was dispatched by the KGB changed his mind as aresult of the new
information that was developed. The officer who continued to vote for KGB
control had been one of the principal analysts and advocates of the master plot
theory; he became substantially less confident of this conclusion than he had
been.

In a meeting convened by Inspector Gordon Stewart, the Solie report was
accepted by DCI Helms, DDCI Taylor, and the new SB Division leadership,
over the strong objection of the ClI Staff. Nosenko was subsequently released
from confinement and, in March 1969, put on the payroll as aCIA consultant.
Although Helms still had doubts about Nosenko, he awarded Solie an intel-
ligence medal for his work in rehabilitating him. (About four years earlier,
Helms had awarded Tennant Bagley an intelligence medal for his work in
unmasking Nosenko as a KGB plant.)

James Angleton, longtime Chief of the Cl Staff, remained convinced of the
master plot theory and considered himself the last remaining obstacle to KGB
manipulation of CIA. In December 1974, DCI William Colby's offer of another
assignment preCipitated the resignation of Angleton and three other senior ClI
Staffofficers. Cl Staff-whichwas reorganized under new management-was
now convincedthat the master pl ot was actually amonster plot that existed only
in the minds of its believers.

Dismissal of the top Cl Staff leadership encouraged those pushing for
Nosenko's total exoneration and his recognition as an important and valuable
source. In 1976, John Hart was recalled from retirement to spend sx months
investigating the Nosenko case and its effects on CIA. Hart became incensed
by what he perceived as an inhuman approach to handling Nosenko and the
prosecutorial approach to assessing his bonafides. At DCI Stansfield Turner's
request, Hart gave CIA senior officers a series of lectures on lessons learned
from the case, and he testified on the subject before Congress.

Hart's study, entitled "The Monster Plot," concluded that doubts about
Nosenko's bonafides were of our own making. Much of his study was devoted
to demonstrating that those who handled the case were "not objective, dispas-
sionate seekers of truth," and that the case was mishandled because the goal
from itsinceptionwas to obtain proofthat Nosenko was guilty, not to determine
whether he was or not. Hart effectively documented much of what went
wrong-errors in the transcripts of the initial meetings with Nosenko, faulty
assumptions about the KGB, and the preconceptions that made it virtually
impossible at that time for any source on Soviet intelligence to establish his
bonafides in the eyes of SB Division or the Cl Staff. But Hart did not really
answer the arguments of those who claimed Nosenko was dispatched by the
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KGB. Hart believed that those initially responsible for the Nosenko case were
%0 thoroughly discredited by theway they handled it that it was unnecessary to
answer their arguments in any detail.

The election of President Reagan and the subsequent appointment of
William Casey as DCI led to the sixth full-scale study of the Nosenko case-
17years after his defection. Tennant Bagley, who had retired nineyears earlier,
sought to use the opportunity of anew administrationwith aharder line onthe
Soviet Unionto reopenthe case. In March 1981 he sent the new DCI alengthy
study entitled "Why Nosenko IsaPlant-andWhy It Matters." He argued that
acceptance of Nosenko i ndicated continued high-level penetration and Manip-
ulation of CIAby the KGB. Director Casey hamed Jack Fieldhouse to investi-
gate Bagley'S allegations.

I'n August 1981, Fieldhouse produced astudy entitled “An Examination of
the Bagley Case Against Yuriy Nosenko." Whereas previous analysts had fo-
cused exclusively on Nosenko's statements and his handling, Fieldhouse T¢c0g-
nized the importance of the historical context inwhich the casetranspired. He
noted at the outset, for example, that the foundation of the problem was laid
before Nosenko ever arrived, as thiswas at atimewhen fear of the power of the
KGB was perhaps at an all-time high. This historical context, and the reasons
for the fear, are discussed in detail below. Fieldhouse's report refutes Bagley's
arguments point by point; identifies what went wrong and how it was possible
for so many capable CIA officersto be so wrong for so long; and describes the
serious adverse impact the master plot theory had on the handling of many
other Soviet cases.

Until now, we have paid little attention to the reasons why various analysts
concluded Nosenko was or was not under Soviet control. We have limited the
presentation to background information for those not previously initiated into
the mysteries of the secret war between the CIA and the KGB, or the secret
war within the CIA itself on this subject. We turn now to the purpose of this
study, an analysis of how the analysis was done.

II: Strategies

The intelligence or counterintelligence analyst seeks to determine the
truth. But let's go back a step and ask, how do we Imow the truth? What
criterion, or measuring rod, do we use for determining that somethingis or is
not true, that something probably is or is not deception? In this section, we
identify five criteria that might be used for making this judgment, and we
examinewhich oneswere employed by different analysts, at different times, to
judge that Nosenko was or was not a Soviet agent.
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For convenience, we havelabel ed thefive criteriaaccordingto some salient
characteristi c-the motive approach, anomalies and inconsistencies approach,
litmus test approach, cost accounting approach, and predictive test approach.
These approaches are not mutually exclusive; any concrete case of deception
analysis usually contains elements of several approaches, but oneor at most two
will generally be dominant and serve as the main basis for judgment. A princi-
pal pointisthat different criteriahave different strengths and wealmesses, lead
one to focus on different sorts of evidence, and may lead to quite different
conclusions about the presence of deception. A second important point is that
these criteriaare complementary, and that acomplete analysis requires dl five
approaches.

In this section, we take arguments used in the Nosenko case and group
them under the five strategiesfor analyzing deception. The purposeistogain a
better understanding of the different approaches, to document conclusions
about their strengths and weaknesses, and to seek a better understanding of
how intelligence officers looking at the same case could arrive at opposite
judgments. By comparing and contrasting each approach, we see what each
magnifies and reveals, as well as what it blurs or ignores. Discussion of each
approach begins by describing its basic characteristics:

Motive Approach.
Some attention to motive must be part of any deception andysis. What distin-
guishesthis approach is amatter of emphasis. The identification of amotive for
deception, and of the opportunity and the means to engage in it, becomes a
driving force behind ajudgment that deception isin fact present. Thisis similar
to the approach taken by a prosecuting attorney; if the prosecutor establishes
motive, opportunity, and means, then circumstantial evidence may be sufficient
to prove the defendant guilty. The deception analyst taldng this approach starts
with a maotive, then tries to view the situation as it appears to the adversary.
Given the motive, how would the adversary view the opportunities, codts, risks,
and means available to accomplish the task? The analyst seeks to reconstruct
details of the deception plan through inference from fragmentary evidence.
Theweamess of this approach is that motive, opportunity, and means alone
are not sufficient for avaid inference of deception. They show only what could
have happened, not what actually did happen. Most people have motive, oppor-
tunity, and means to commit many crimes-for example, cheating the govern-
ment on taxes-yet they don't do it. To develop astronger inference of decep-
tion, it is ds0 necessary to evaluate past deception practices to show not only
that the adversary could have done it, but aso that the adversary makes ahabit
of that type of activity.
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We first present, uncritically, arguments used pursuant to the motive ap-
proach to demonstrate that Nosenko was a KGB plant. This is followed by
counterarguments subsequently used in refuting this view.

The origins of the master plot theory cannot be understood without an
appreciation of the historical circumstances at the time. Thiswas the eraof the
construction of the BerlinWall and the Cuban missile crisis. Moreimportant, it
was a period of extreme and justifiable concern about Soviet penetration of
Westernintelligence services, aswell as atimewhen CIA wasjust beginningto
receive reports on increased KGB emphasis on disinformation.

In January 1963, Kim Philby had finally been confronted with evidence of
his KGB service, and had responded by fleeing to Moscow. Hehadbeen aKGB
agent since 1933, and during those years had seenlengthy serviceinthe British
Intelligence Service (M16). At onetime, while a KGB agent, he had been chief
of MI6's counterintelligence operations against the Soviet Union. As chief of
MI16's Washington liaison with CIA dming postwar years, he had served as a
mentor to CIA in devel oping organization and policy during its formative years.
Philby's stature was such that his colleagues had anticipated he would eventu-
aly become Chief of MI6.

Another British Intelligence officer, George Blake, had been arrested in
the spring of 1961. As part of his M16 duties, he had taken the minutes of joint
CIA-MI6 meetings to plan the Berlin tunnel operation to tap Soviet military
phonelines. Before Blake's arrest, the Berlin tunnel had been regarded as one
of the most successful operations against the Soviet target during the decade of
the 1950s. Blake's arrest suggested strongly that the KGB had known about the
tunnel fromitsinception, but had let the operation. run for 11 monthsto protect
the penetration sourcewho had reported it. Thisfueled suspicions about when
and how other major operations of that era had been compromised.

Anatoliy Golitsyn, aKGB officer who defected in 1961, reported high-level
Soviet penetration of the French intelligence and security services. The agents
had not yet beenidentified, quite possibly because the agentswere themselves
in aposition to block effective investigation. In [West] Germany, Heinz Felfe
had been arrested in November 1961. With KGB assistance, he had maneu-
vered himselfinto the ideal position of chief of counterintelligence operations
against the Soviet Union for the West German BND.

It seemed unlikely that CIA could have been fortunate enough to avoid
completely the disasters that other services had suffered as a result of high-
level KGB penetration. Indeed, there were specific indications that CIA had
not been spared. Golitsyn reported that the KGB had placed an agent within
the highest echelons of American intelligence, but he could provide no details.
Three years earlier Colonel Michal Goleniewski, a CIA penetration of Polish
intelligence, who defected in December 1960, had reported a KGB penetra-
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tion of CIA Soviet operations. Goleniewski knew the codename for this pene-
tration but had littleidentifying data. Although a Pole, Goleniewski was Imowl-
edgeable of KGB operations because he had served as a KGB agent within the
Polish service and had close personal contact with KGB officers. He confirmed
his credibility by providing accurate information leadingto the arrest of George
Blake as a KGB penetration of British M16 and Heinz Felfe as aKGB penetra-
tion of West German intelligence.

Another major source of concern about penetration was the arrest of two
important CIA penetrations of Soviet Military Intelligence, the GRU. Pyotr
Popov had been arrested in 1959 and Colonel Oleg Penkovskiy in 1962. CIA
counterintelligence analysts were till trying to determineif the two men had
been compromised through Soviet penetration or by operational accident or
error. Given the remarkable record of successful KGB penetration of Allied
services, to say nothing of specific repOlts of penetration of CIA from our most
recent defectors, Golitsyn and Goleniewski, Soviet penetration of CIA seemed
alikely explanation.

Concern about KGB penetration of CIA was one pillar of the master plot
theory. | fthe KGB had such apenetration, thiswould provide both motive and
opportunity for deception. Moreover, if the KGB had a penetration in a posi-
tion to compromise Popov and Penkovddy, that same penetration probably
would have been in position to report to the KGB on the 1962 meetings with
Nosenko; by this reasoning, Nosenko's reappearance in the West in 1964 was
itself evidence of KGB control.

The second pillar of the master plot theory was concern about KGB disin-
formation. Department D, the KGB's disinformation department, had been
formed in 1959. Goleniewski was the first CIA source to report in detail on its
anticipated functions and significance. He stated that one of the many objec-
tives of KGB disinformation was the protection of Soviet agents by means of
actions designed to mislead Western security services. Helisted among specific
objectives and types of disinformation operations those designed to discredit
accurate information of significance received by the opposition through
sources not under Soviet control, such as defectors, thus casting doubt on the
veracity of the source of this true information: Goleniewski stated further that,
in extreme cases, the KGB would be willing to sacrifice some of its own agent
assets to enhance the reputation of an agent penetration of a Western intel-
ligence service.

Golitsyn confirmed Goleniewski's reporting on Department D and added
that aKGB or GRU defector's file would be sent to this new unit. Department
D would review the areas of information compromisedto the opposition by the
defector and search for opportunities to exploit the situation. Golitsyn elabo-
rated on this report with his own speculation, which played a major role in
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development of the master plot theory. (It should be noted at this point that
Golitsyn was a highly egocentric individual with an extremely conspiratorial
turn of mind; after his defection, he became certifiably paranoid.) Golitsyn felt
that his information was so important and damaging to the KGB that the
Sovietswould feel compelled to send out another sourceto discredit him or his
information. In short, Golitsyn predicted the appearance of someone like
Nosenko as a KGB plant. Golitsyn aso predicted that a KGB penetration of
American intelligence would be assisted by other KGB agents- fase defec-
tors and double agents-who would provide information deSigned to bolster
the penetration's position and access in the service. The penetration, in turn,
would be in a position to help authenticate the other agents.

Golitsyn’s speculation became the core of the master plot theory. Circum-
stantial confirmation of this specul ation came from an analysis of how the KGB
had exploited Heinz Felfe in the West German service. They had exploited
Felfein exactly the manner Golitsyn had predicted they would exploit a pene-
tration of CI A-with assistance from aseries of double agents and false defec-
tors.

Felfe himself had been running an East German journalist, codename
LENA, as adouble agent against the KGB. The KGB was ostensibly running
LENA as a principal agent for operations against West Germany, but was
actually running him to support its operation with Felfe. The LENA casg,
among others, established Felfe as a Soviet specialist and successful operations
officer. It provided Felfe with cover for monthly trips from Munich to Berlin,
where he met with his Soviet handlers aswell aswith LENA. More important,
the case provided cover for Felfetoinvestigate any person or subject ofinterest
tothe Soviets. When L ENA reported the KGB had targeted him against aWest
German officia, for example, Felfe organized the resources of the West Ger-
man Government to investigate that official to uncover the reason for Soviet
interest and determine if that person might actually be susceptible to Soviet
recruitment. Whenthe KGB asked L ENA to obtain specific political or techni-
cal information, Felfewould investigate the subject himselfto determinewhat
could be released to the Soviets and what was 0 sensitive that it had to be
protected. In short, the KGB used LENA to provide cover for Felfe to make
inquiries on virtually any subject of interest to the KGB. Was the KGB using
the Nosenko case in some similar manner to support a penetration of CIA, as
predicted by Golitsyn?

All these details of recent counterintelligence history were deeply etchedin
the minds of senior counterintelligence officers in the SB Division and the CI
Staff. Much of this information was unknown to other Agency personnel. The
differences in available information created fundamentally different view-
points concerning Soviet operations and the security of CIA. Were the,counter-
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intelligence officers paranoid, or were the others simply uninformed, and
perhaps somewhat naive, about the true nature of the secret war between CIA
and the KGB?

Into this atmosphere of concern and suspicion came KGB officer Yuriy
Nosenko. At theinitial series of meetingsin 1962, Nosenko prOvided informa-
tion on about 10 of the same KGB operations on which Golitsyn had reported
sx months earlier. The overlapping information was especialy noteworthy
because Golitsyn and Nosenko had served in different Chief Directorates of
the KGB, Golitsynin Foreign Intelligence and Nosenko in I nternal Counterin-
telligence. Was it pure coincidence that they should both have information on
the same KGB operations? It appeared that Golitsyn's prediction might have
come true, that Nosenko was prOviding information intended to divert the
investigation of agents partially identified by Golitsyn.

From the KGB's point of view in planning such a deception, the overlap of
information between Golitsyn and Nosenko would confirm Nosenko's bona
fides, reduce the amount of new information the KGB would haveto sacrifice,
and provide an opportunity to deflect American investigation of those agents
the KGB considered most important.

At the 1962 meetings, Nosenko dso reported that Colonel Popov, ClA's
first important penetration of the GRU, who had been arrested in 1959, had
been compromised by postal surveillance. A maid, working for an American
Embassy officer in Moscow who had been co-opted to assist CIA, treated his
clothes with a so-called thief powder to facilitate postal surveillance. The KGB
picked up three operational letters mailed by this officer [on behalf of] CIA
when the powder activated asensor in the Soviet postal system. This"innocent"
explanation for Popov's compromiseindicated that CIA Soviet operationswere
not penetrated after dl. To those who aready believed in the existence of
penetration, this was clear evidence of deception. The KGB's motive was to
protect the penetration who had actually compromised Popov, and to do thisit
had to prOvide CIA with an alternative explanation for Popov's arrest. Another
Golitsyn prediction appeared to have come true-that the KGB would support
its penetration of CIA by use of fase defectors and double agents.

Thuswas born theinitial conviction that Nosenko was under KGB control.
This conclusion, inturn, seemedto confirm that CI A must be penetrated. KGB
control of Nosenko made little sense except as part of a high-stakes game
involving penetration of CIA. 1fthe KGB had awell-placed penetration of CIA
Soviet operations, it followed that al of ClIA's Soviet sources were at least
known to, if not controlled by, the KGB, as had been the case in British and
West German intelligence. With this reasoning, the Nosenko casegrew intothe
master plot-or monster plot-that eventually encompassed about a dozen
sources on Soviet intelligence. Any source who claimed ability to report on
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Soviet intelligence matters, but could not revea either the assumed KGB
deception program or the penetration of American intelligence onwhichitwas
based, was automatically assumed to be part of the deception effort. Nosenko
was but the first of many to suffer the consequences of this thinking.

As critics have accurately noted, deception was taken as a premise; it was
not a finding arrived at after careful investigation of Nosenko's story. Field-
house concluded «. . . there was never an honest effort to establish Nosenko's
bonafides. Therewas only adetermined effort to prove Nosenko was malafide
and part of a KGB deception meant to mislead CIA into believing it was not
penetrated-thereby covering up the 'real' reason for the compromise of
Popov and Penkovskiy." Hart observed that . .. at no time from June 1962 to
October 1967 was Nosenko afforded the land of systematic, objective, non-
hostileinterrogation . . . which otherwise had been standard operating 'proce-
dure' in dealing with similar sources."

It is noteworthy that none of the background on assumed penetration of
CIA orthe Soviet disinformation programisincludedintheformal SB Division
assessments of Nosenko's bonafides. 1t is documented in limited distribution
memorandums of that period, but those who doubted Nosenko believed they
could and should prove their case only on the basis of anomalies and inconsis-
tencies in Nosenko's own statements, without reference to penetration of CIA
or to al the other Soviet operations that were considered part of the master
plot. Except for Jack Fieldhouse, those who subsequently defended Nosenko
adopted these same ground rules, so systematic refutation of many master plot
arguments is lacking in their anaysis.

The principal counterargument was the simple assertion that the KGB
would never mount such adeception because of the cost toitselfininformation
given away (to be discussed later) and the risk that a KGB defector, penetra-
tion, or disaffected provocateur might compromisethe entireenterprise at any
time. Itwas aso noted that, to obtain Politburo approval to place one ofits own
staff personnel in contact with the enemy as a fase defector, the KGB would
have to be able to demonstrate that this was the best and least costly, perhaps
the only, way to achieve its objectives. This too seemed quite implausible. No
objectiveswere ever suggested that could not be achieved by less costly or less
risky means.

This counterargument has passed the test of time. 1t seemsimpossible that
the KGB could have concealed such an extensive and al-inclusive deception
for so many years, given the steady flow of new KGB defectors and sourcesin a
position to reveal such aconspiracy had it actually existed. One may, of course,
arguethat many of these subsequent sources up to the present day are also part
ofthe plot. Thiswouldimply, however, that the entire KGB aswe haveknownit
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for 25 years is, unbeknownst to most of its officers, little more than a cover
organization for deception, with the truly secret work being done elsewhere.

Concern about high-level penetration of CIA Soviet operations has been
aleviatedwith time. Although the exact basis for the Golitsyn and Goleniewski
reports has not been clarified, several nonstaff (contract agent) penetrations
have beenidentified. Inany case, it appearsthat whatever sourcethe KGB may
have had was not in a position to compromise CIA penetrations of Soviet
intelligence. Subsequent KGB defectors and penetration sources have re-
ported no indications of the type of high-level penetration of CI A that had been
suspected. The argument that compartmentation would prevent al but avery
few KGB officers from being aware of such an important case is weakened by
our experience with the Philby, Blake, and Felfe cases. Knowledge of the
existence of these penetrations, although not the specificidentity of the agents,
was more widespread in the KGB than one might expect. The more important
and productive the sources, the more difficult it is to prevent the gradual
expansion of knowledge about [them].

Oneinitial basis for suspicion of Nosenko in 1962, the overlap between his
reporting on KGB agents and information previously received from Golitsyn,
was clearly resolved in Nosenko's favor. One suspected duplication turned out
to be aseparate case, moreimportant than the one Golitsyn had reported on. In
three of the most important cases of overlapping information, it was the more
detailed and better sourcedinformation from Nosenko that served asabasis for
effective counterintelligence action to terminate the KGB operations. Rather
than prOviding disinformation to discredit Golitsyn or divert investigation of his
leads, as had been hypothesized as the KGB goa, Nosenko's reporting con-
firmed and supplemented Golitsyn's information and permitted effective ac-
tion to be taken. Nosenko never said a bad word about Golitsyn. Golitsyn's
prediction that the KGB would try to discredit him never materialized.

Golitsyn's claim that apenetration of CIA would be assisted by false defec-
tors and doubl e agents is dso open to question. The basis for his speculationis
not clear; it could have developed from seeds planted by [James Angleton ag]
Chief, ClI staff, in discussionswith Golitsyn. Thereis no evidencethat the KGB
exploited Philby or Blake in this manner. They did manipulate Felfe this way,
but Felfe was an imaginative and aggressive officer who very likely master-
minded hisown case. The LENA operation, and theway it was used to enhance
Felfe's reputation and expand his access, may well have been Felfe's own idea
rather than atypical element of KGB modus operandi. Moreover, the double
agents used to support the Felfe operation had little access to sensitive infor-
mation, so therewas little cost to the KGB; thiswas no precedent for KGB use
of its own staff officers as double agents or false defectors. To the contrary, the



394 COUNTERESPIONAGE

Felfe case clearly indicated that the KGB could support and manipulate an
important penetrati on of an opposition service without having to sacrificevalid
information about itself. In any event, there does not appear to have been a
penetration of CIA to be manipulated in this manner, so there was neither
motive nor opportunity for the hypothetical deception.

Anomalies and Inconsistencies Approach.

The most common approach to counterintelligence andyss is to focus on
anomalies and inconsistencies, then infer a motive or other explanation for
these unusual circumstances. Counterintelligence andyss often bases judg-
ments on "deviation from an assumed standard of what is normal,” for example,
security practices would normally prevent the source from obtaining access to
the reportéd information, or, conversely, the source disclams accessto informa-
tion he is expected to have.

This approach underrates the frequency of accident, coincidence, inaccu-
rate trandation, inadequate debriefing, and misunderstanding. 1t overrates an
anaydt's ability to judge what is normal or abnormal in the adversary's organiza-
tion or society. Events that accompany the accidental exposure of sensitive
information or the defection of atrusted officia are, by definition, never normal
and, therefore, invariably provide abasis for suspicion. This approach to anal-
ysis, which is characteristic of the counterintelligence officer, is very difficult to
implement correctly; conclusions are frequently wrong.

Thethree Soviet Bloc Division studies of Nosenko's bonafides-the Thou-
sand Pager and the Green Book that judged him a plant, and the Wise Men
report that later saw him as bonafide-all used the same explicit criteria for
testing bonafides. The criteriaare cited here, as they are a clear statement of
the anomalies and inconsistencies approach as it applies to human sources. To
be judged bonafide,

. . .theinformation Nosenko provides about hislife and rel ated persons and
events must be coherent and his accounts of important events must be consis-
tent. Allowing for personal vagaries, such as lapses of memory and so forth, as
well as for factors of accident and coincidence, the information he relates must
conform within reasonable limits with that which is Imown from independent
and reliable sourcesto the United States Government about Soviet realities and
about the events, topics, and individuals Nosenko describes.

In short, the appropriate test of bona fides was seen as plausibility, coher-
ence, consistency, and compatibility with Imown facts. Note the absence of any
mention of value of information suppliedto the U.S. Government or damageto
Soviet interests. Also note the absence of any mention of putting oneself in
Soviet shoes to evaluate motives, opportunities, and problems that might be
encounteredin mounting adeception operation. We have already seenthat this
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was done in practice by the SB Division analysts, but that this discussion was
largely excluded from the bona fides assessments.

Following the established criteria, Nosenko's handlers concentrated on
identifying inconsistencies and implausibilities in Nosenko's story, gapsin his
knowledge, conflictswith Imown information, and suspicious coincidences. In
fact, identification of such anomalies became the principal goal of interroga-
tion, at the cost of failure to learn al the information Nosenko had to offer on
KGB operations. So many anomalies were found that Bagley required 835
pages to document them all.

Theinterrogatorshad amplegristfor their mill, as Nosenko didlie, exagger-
ate, err, and change his story, and he admitted this under interrogation. His
motive was to conceal embarrassing elements of his personal background and
to exaggerate his importance. Rather than accepting Nosenko's admissions as
resolving some of the anomalies, however, the interrogators interpreted the
admissions as further "proof" of the conclusion that he was dispatched by
the KGB. The admissions wereviewed as an attempt to cover up the holes the
interrogators had found in his story.

We shall cite here only a few of the more significant anomalies in the
Nosenko case. Again, we first present, uncritically, some of the arguments used
to build the case against Nosenko, then show how these anomalies were subse-
guently resolved by more objective analysis and investigation.

Two months after the assassination of President John Kennedy by Lee
Harvey Oswald, Nosenko arrived in Geneva and advised CIA that he, person-
dly, was the KGB officer responsible for Oswald's file at the time Oswald
defected to the Soviet Union. The KGB had never heard of Oswald, he said,
until Oswald told his Intourist guide that he wanted to renounce his American
citizenship and stay in the USSR. Without ever talldng to Oswald or having
anyone else talk with him, Nosenko, as the responsible KGB officer, judged
that Oswaldwas of no interest. The KGB did not even want to accept Oswald's
request for asylum, and relented only after he tried to commit suicide after
being advised of hisrejection. The KGB never debriefed Oswald on his experi-
enceasalU.S marine radar operator as hewas of "littleimportance,” and never
conducted an investigation to ascertain he was not an American agent before
allowing him to stay in the Soviet Union. The KGB did not object to Oswald
marrying a Soviet woman, Marina, or to Marina's subsequent departure with
him to the United States, as Marina was "stupid, uneducated, and possessed
anti-Soviet characteristics." Inbrief, the KGB had never had any contact what-
soever with either Oswald or his wife and was happy to be rid bf them both.
Within hours of Oswald's identification as the presidential assassin, Nosenko
personally was ordered to review the KGB's Oswald file to assess Soviet Jis-
bility. At this time, Nosenko was already an American agent with incentive to
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collect and remember as much information as possible on this vitally important
subject. Nosenko expressed absolute certainty that he had the complete and
accurate story of KGB contact with Oswald.

At atime when the Warren Commission wasjust opening its investigation,
the fact that CIA found itself in clandestine contact with the one KGB officer
who on two occasions had been personally responsible for Oswald's file seemed
to be an unbelievabl e stroke of good fortune. Nosenko's account of the Oswald
case appeared equally incredible. The following elements of Nosenko's story
seemed contrary to Soviet practice: that the KGB would turn down an Ameri-
can defector before even talking with him to assess his knowledgeability; that
after accepting him for residence in the USSR, he was not debriefed on his
prior military service; that hewould be granted residence in the USSR with no
KGB investigation of his bona fides to determine he was not an American
agent; and that no obstacles were placed in the path of his wife Marina's
emigration when Oswald decided to leave the Soviet Union.

Another group of anomalies identified by the interrogators related to No-
senko's personal background and KGB career. At different times, he gavethree
different dates for his entry into the KGB and two different stories concerning
how he cameto be hired. He could not describe the normal personnel proce-
dures a new KGB employee would go through. He admitted lying about his
KGB rank. The pattern of transfers from one department to another and back
again and lengthy overseas TDY sappeared unusual. He could not describe any
operational activity for which he had been personally responsible that would
justify his claimed promotions and awards. He admitted that, at one time, he
was probably the only officer in the KGB who was neither a Komsomol nor a
party member. I n short, his description of his KGB career simply did not ring
true.

There were aso gaps in Nosenko's knowledge of KGB operations. The
positions asource has heldimply he shoul d be knowledgeabl e of certain events.
That Nosenko was uninformed on things he should have known was viewed as
evidence he did not really hold the claimed positions. The most serious gapsin

Nosenko's knowledge concerned the 1960-61 period, when he claimed to be
deputy chief of the KGB Second Chief Directorate's section responsible for al
operations against the American Embassy in Moscow. He claimed specific
responsibility for supervising the case officers working against American code
clerks in Moscow during this period. This is a subject about which CIA had a
great deal of collateral information against whichto check Nosenko's reporting.
Nosenko did provide credible detail to establish his knowledge of significant
aspects of at least Six cases, but he was unaware of significant devel opments or
events he should have known if he were really the supervisor of the case offi-
cers handling these cases. And he lacked any information at al on som.e opera-
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tions he should have known about if he were really the deputy chief of the
section.

One item concerning Nosenko's work against the American Embassy in
1961 was of particular interest, as it related to how Penkovsldy was compro-
mised. Nosenko consistently maintained that he was the case officer responsi-
ble for covering the activities of an American Embassy officer who was ob-
servedin December 1961 visiting thelocation ofwhatthe KGB believedto bea
deaddrop sitein Pushldn Street. He also claimed to have received surveillance
reports onthis sitefor three monthsthereafter. The siteis significant, asitisthe
place where aClA officer was subsequently arrested while picking up a dead-
drop from Penkovddy. The problem with Nosenko's account is that at the time
the American Embassy officer visited this site, Nosenko had already been
transferred from the American Embassy Department to the Tourist Depart-
ment. His story was interpreted as showing he did not really serve in the
American Department duringthe dates he claimed, and that the purpose of his
false account was to make CI A think Penkovsldywas discovered by surveillance
rather than by penetration.

A series of gaps and conflicts of this type led interrogators to conclude that
Nosenko had not actually served in the positions he claimed. In fact, Bagley's
original Thousand Pager concluded that Nosenko had probably not been a
KGB officer at dl, that he wasjust an empty receptacl einto which the KGB had
poured avery detailed legend. This despite the fact that Golitsyn, whose bona
fides were not in question, had confirmed knowing of Nosenko as a KGB
officer.

Any single conflict, gap, or coincidence might be explainable, but the
massive compendium of anomalies compiled by SB Division seemed difficult
to reconcilewith any hypothesis other than KGB control. In fact, however, this
analysis of Nosenko's bona fides was a prime example of Murphy's law-that
everything that can go wrong will go wrong. Most of the problems with No-
senko's story have been resolved. 1n many cases, the explanation amountedto a
clear refutation of the basis for suspicion. In many others, it was simply a
plausible alternative hypothesis.

The sources of analytical error may be grouped into sx main categories:
biased analysis, inaccurate record of Nosenko's reporting, misunderstanding of
Nosenko as a person, invalid assumptions about the KGB, honest mistakes by
Nosenko, and genuine coincidences.

Biased Analysis

There was no effort to seek out alternative explanations for seemingly
suspicious events. For example, one case officer who met with Nosenko in
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Genevain 1964 wrote that he suspected him from the veY first meeting on the
basis of Nosenko's emotionless and mechanical delivery of his statement 20
nouncing his intention to defect. The statement appeared to have been -
hearsed. Atthetime, Chief, SB Division, attributed considerableweight to this
further indication of opposition control. But there are many reasons why No-
senko might have delivered the statement in this manner. Rather than being
emotionless, his emotions may have been s0 strong that he forced himself,
consciously or subconscioudly, to repress them to avoid an emotional scene.
Most intelligence officer defectors, under similar circumstances, probably PT€-
parewith great carewhat they want to tell us about their reasons for defection.
In other words, the evidence used against Nosenko was also quite consistent
with the glternative hypotheSis-that he was bona fide.

Similarly, after hostile questioning began, it was noted that Nosenko “be-
came quite erratic, contradicted himself many times, and became upset physi-
caly. ... As aresult of this session, we know that Subject can be thrown off
balance by aggreSSive questioning in those areas which we know to be impor-
tant parts of theentire KGB operation." No consideration was given to the fact
that abonafide defector whose entire future depends upon acceptance in his
new homeland might react the same way when falsely accused of being a KGB
plant.

Some of the most important inconsistencies and gaps in knowledge that
were held against Nosenko can aso be interpreted as actually supporting his
bonafides. Thethree different dates for the start of his KGB service are acase
in point; surely, if it were dl a KGB legend, this would have been one of the
most important dates and one could expect him to remember it accurately.
That he was far from consistent on this date certainly appears at least as
explainable in terms of some personal idiosyncrasies as in terms of the decep-
tion theory.

Another example was Nosenko's inability to report on some KGB opera-
tions against American Embassy personnel during 1960-61. Thisdidinvalidate
his claim to be knowledgeable of al such operations, but it did not necessarily
support the deception theory. Ifthe KGB wanted us to believe that Nosenko
had the complete Imowledge he claimed to have during this period, surely it
would have researched how much CIA already knew or could be presumed to

know, and it would have had Nosenko tell us about al of these operations. His
failure to report on any single operation CIA Imew about would discredit his
claim to total knowledge. Thus, his false claim does not fit the deception
hypothesis. More credibleis the thesis that he was exaggerating, that he didn't
have an accurate picture of the limitations of his own knowledge, or that we
made false assumptions about how much aperson in his position should know

or remember.
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A great many of the anomalies and inconsistencies cited in Bagley's Thou-
sand pager and in the subsequent Green Book were of this type. That is, they
were consistent with the deception hypotheS'S, but they were aso consistent
with the hypotheSis that Nosenko was not under control. Therefore, they had
little analytical value.

Inaccurate Record of Nosenko's Reporting

During four of the five clandestine meetings with Nosenko in Genevain
1962, two CIA case officers were present. The more senior officer, who took
notes and wrote reports to Headquarters, spoke mediocre Russian and made
many errors in his written record of the meetings. The second officer, who
handled much of the discussion with Nosenko, was a native Russian speaker.
After the series of meetings was completed, the tape recordings of the meet-
ings were "transcribed" by the native speaker. The tapes were of poor quality
and were difficult to folow. Therefore, the native speaker, who had little
patience for detailed work, dictated from the RUSSan-language tapes directly
into English, generally follOwing the faulty notes that the other officer had
prepared. Thus, the many errors of translation and understanding were carried
over from the meeting notes to the "transcripts." For example, an Army ser-
geant at the American Embassy who Nosenko reporteq was recruited by the
KGB was described by Nosenko as a code machine repairman. This was trans-
lated as amechanic and generally assumed to refer to garage mechanic. When
Nosenko corrected this misunderstanding in 1964, he was criticized for
"changing his story.”

These reports and transcripts formed the basis for the original judgment
that Nosenko was a dispatched agent, but they were so flawed as to make any
analysis subject to considerabl e error. These inadequacieswere not discovered
until 1965, when a faithful RUSSan-language transcript was finaly prepared.
The full impact of the inaccuracies was not realized until 1968-69, when the
Russian was translated into English and a 35-page report was prepared on the
magjor errors and the effects these errors had had in supporting the charge that
Nosenko wes a false defector.

Misunderstanding of Nosenko as a Person

CIA initialy failed to understand Nosenko's background and how it af-
fected his life and career. This failure was caused, in part, by questioning that
was designed from the beginning to trap Nosenko rather than to understand
him and by errorsin thetapetranscripts. Itwas, however, largely dueto thefact
that Nosenko himself was an anomaly within the KGB, so it is ho wonder that
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his career seemed anomalous. Nosenko was the spoiled-brat son of atop lead-
er and, in the mid-1960s, CIA had no experience with that type of Soviet offi-
CId.A story that came to light much later, from an independent source, ig
illustrative of Nosenko's background. In Nava Preparatory School m 1943,
Nosenko was caught stealing and was beaten up by anumber of his classmates.
Nosenko's mother complained to Stalin, and the whole school was subjectedto
strict disciplinary punishment, with some of the students being sent to the
front.

Nosenko lied to CIA about his date of entry into the KGB to conceal the
fact that his graduation from the Institute of International Relations had been
delayed ayear because he flunked the exam in Marxism-Leninism. He entered
the KGB through the influence of a high-ranking family friend, bypassmgthe
normal personnel procedures. The first few years he received a poor perfor-
mance evaluation and was recommended for dismissal, hisjob being saved only
by parental intervention. He contracted a venereal disease, concealed thjs by
using false KGB documents to receive treatment under an dias was caught,
served 15 days in prison, and was dismissed from his position as Komsomol
secretary. Nosenko's father refused to intercede yet again for hi.S wayward gon,
but his mother intervened with high-level friends and saved his KGB Job.

After several yearsinthe KGB, Nosenko seemsto have matured and settl.ed
down to an adequate performance. His frequent transfers and lengthy tnps
abroad may have been because his superiors considered him a hot potato-a
mediocre officer and a troublemaker with political connections that could
destroy hisboss's career; itis understandablethat his supervisorswere happy to
transfer him, send him abroad, or award him undeserved honors.

Nosenko lied to conceal his personal weaknesses, his professionallimita-
tions, and the fact that his entire career depended upon his parents' influence
andintervention. A need to enhance his own self-esteem and to ensure accep-
tance by CIA led Nosenko to exaggerate his responsibilities and Imowledge of

KGB operations.

Interrogators under instructions to obtain evidence against Nosenko,
rather than to evaluate him, perSisted in judging his story by mappropnate
standards. They failed to recognize, or to accept, that because of his family's
statusand privilege, Nosenko'slife and to someextent his career had devel oped
outside many of the rules, regulations, and restrictions imposed on the average
KGB officer. They aso failed to recognize that a person With Nosenko's family
background and poor performance record is certainly not the tyPe the KGB
would select for the extremely important and difficult m'S30On of gomg over to
the enemy as a false defector.
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Invalid Assumptions About the KGB

Before Nosenko's defection, CIA had very little information on the KGB's
Second Chief Directorate (Internal Counterintelligence), where Nosenko
served. To evaluate the plaUShility of Nosenko's reporting, his interrogators
formed astereotype of the Second Chief Directorate against which to compare
Nosenko's information. That stereotype contained assumptions regarding the
Second Chief Directorate's authority in the USSR, its relations with the KGB
First Chief Directorate (Foreign Intelligence), the relative weight the Second
Chief Directorate placed on the recruitment of foreign embassy officials as
comparedwith controlling or monitoring their activities, how much the Second
Chief Directorate ought to Imow about certain events, and how much aspecific
officer, such as Nosenko, should have Imown and recalled.

Some of these assumptions were erroneous-based on an exaggerated
view of overall KGB capabilities. This made possible a series of discoveries of
"duplicity" by Nosenko and other counterintelligence sourceswho couldrarely
measure up to CIA's expectations of what they ought to have Imown, accom-
plished, or said.

Animportant example concernsthe gapsin Nosenko's Imowledge of opera-
tions against the American Embassy in 1960 and 1961, while he was deputy
chief of the responsible section. The interrogators developed their own job
description for a deputy chief of a section, then used this as a criterion for
judgingwhat Nosenko should have known. Thejob description was faulty, asit
was based on the American concept of a deputy who is fully informed, has
authority paralleling the chief, and who automatically fills in for the chiefwhen
he is absent.

The Russian word that Nosenko applied to himself was zamestitel. When
the meaning of this term was researched in 1968, it was found to be broader
than the American concept of deputy. Itis perhaps most accurately renderedin
English as assistant. This different concept of Nosenko's position, his at best
mediocre performance as an officer and supervisor, atendency to exaggerate
his importance, and a perhaps unconscious self-delusion as to the extent of his
own Imowledge dl combine to explain the gapsin Nosenko's knowledge during
the 1960-61 period.

Honest Mistakes by Nosenko

There are other pOSShble explanations for the previously noted anomaly in
Nosenko's reporting on surveillance of the Penkovskiy deaddrop site on Push-
kin Street. One is that Nosenko confused the Embassy officer's visit to the
Pushkin Street drop with an earlier visit by this same officer to a different
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deaddrop site on Gorkiy Street, which did occur about the time Nosenko
described, and while he was responsible for covering this officer's activity. The
subsequent notoriety given to the arrest of aCIA officer at the pushldn Street
site provides ample explanation for how Nosenko may have learned that his
former target visited this site as well. After the publicity surroundingthe arrest,
itisnormal that Nosenkowould have discussed the backgroundwith his former
colleagues. Nosenko apparently erred by confusingthe two deaddrop sites, and
by failing to recall when and how he learned of the Pushkin Street site. In any
bonafides assessment, allowance must be made for this sort of faulty memory.

Legitimate Coincidence

The amount of overlap between Nosenko's and Golitsyn's reporting on
KGB operationswas, indeed, unusual. So was our good fortune in learningthat
the one Second Chief Directorate officer with whom CIA was in contact just
happened to have been the KGB case officer for Lee Harvey Oswald and to
report this to CIA just as the Warren Commission was beginning its investiga-
tion of President Kennedy's assassination. Therewere quite afew other equally
fortuitous-and, therefore, suspicious-coincidences in other cases associ-
atedwiththe master plot. Coincidenceisanormal part of life, but to acounter-
intelligence officer it is like waving a red flag in front of a bull. Nosenko's
interrogators made no alowance whatsoever for the fact that coincidences are
not dways sinister.

Although most of the discrepancies that generated suspicion have been
resolved, there are till some unexplained anomalies. Thisis probably inevita-
ble given the complexity of Nosenko's personality, the limits of our .understanc}—
ing of the Soviet system, and the confusion generated by the hostile manner i1
which Nosenko was initially questioned.

Nosenko's reporting on L ee Harvey Oswald is the most significant remain-
ing mystery. As late as 1978, long after Nosenko's bona fides had been estab-
lished, John Hart, in testimony to Congress, defended Nosenko as arehable
source but described his reporting on Oswald as "incredible" and suggested
that itbeignored. Hart attributed the problem to compartmentationwithinthe

KGB, that Nosenko was uninformed even though he genuinely thought other-
wise. Such apossibility is understandable in principle, but is hard to accept in
this case because Nosenko plausibly claimed to have been inside the relevant
"compartment” that would give him full knowledge. Nosenko's demonstrated
tendency to exaggerate hisimportance and access may have pl ayed arol e butt
may aso bethat we greatly exaggerate out own understanding of how the KGB

might react to alow-level defector like Oswald.
At the start of this section, we noted that the anomalies and mconSl stencl €s
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approach is difficult to implement well. 1t underrates the frequency of coinci-
dence, inaccurate translation, inadequate debriefing, and misunderstanding. It
overrates an anayst's ability to judge what is normal or abnormal in an adver-
sary's organization or society. That assessment is certainly borne out in the
Nosenko case.

Many of the problems were of our own making. Because of the a priori
assumption of guilt, no attempt was made to resolve the many discrepancies;
instead, the discrepancies were cherished as proof that Nosenko was dis-
patched by the KGB. Even under more normal circumstances, this case would
have presented difficulties for the anomalies and inconsistencies approach
because of Nosenko's personality and unusual background, our limited knowl-
edge of the KGB's Second Chief Directorate, some noteworthy coincidences,
and the historical time period in which it occurred.

Litmus Test Approach.

Theinformation or source to be evaluated is compared with other information
or another source of known reliability and accuracy. The known information or
source serves as alitmus test for evaluating the new or suspect information or
source. This approach is similar to that of the finished intelligence anayst who
asks Is the information consistent with the facts as we know them from other
sources? For example, astatement by a Soviet leader or an article in amilitary
journal may be compared with information from aclassified source of certain
reliability. 1f the open source differs from the reliable classified information, it
may be judged deceptive.

Use of this approach presupposes that one can be certain of the reliability
and accuracy of the information or source used for comparison. Unfortunately,
such certainly is seldom available. When this degree of certainty is present, and
isjustified, the approach yidds strong inferences about deception.

This litmus test strategy played an important role in extending the master
plot theory. The conviction that Nosenko was under KGB controlledto his case
being used as a touchstone for evaluating other sources of information on
Soviet intelligence. |f another source supplied information supporting ques-
tionable elements of Nosenko's story, or supporting the line that Popov and
Penkovsldy were detected by surveillance rather than penetration, or support-
ingany other aspect ofthethemethat CI A was not penetrated, then that source
automatically became suspect as part of the master plot. (Recall that beliefina
well-placed penetration of CIA led to the further assumption that al CIA
Soviet sources were probably known to, if not controlled by, the KGB. Knowl-
edge of which additional sourceswere being actively manipulated by the KGB
would, itwas believed, lead to better understanding of Soviet goals and possibly
offer clues to identification of the penetration.)
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Nosenko was only one of about adozen sources on Soviet intelligence who
eventually came to be considered part of the master-or monster-plot. To
illustratethe application of thelitmustest approach in this case, we discuss only
two of these other sources-both of whom may have lost their lives as aresult
of U.S. preoccupation with Soviet deception, onethrough no fault of CIA, the
other as a direct consequence of the master plot theory.

Cherepanov was aformer officer of the American Department of the KGB
Second Chief Directorate, the same department in which Nosenko had served
for a time. He was known to CIA from an abortive attempt to contact the
American Embassy in Yugodavia. After his return to Moscow, he was assigned
to the Second Chief Directorate. He was subsequently dismissed from the
KGB and went to work for Mezhimiga, the book distribution enterprise. In
October 1963,A"Cherepan0v gave apacket of documents to an American couple
visiting Moscow to purchase books and asked that it be delivered to the Ameri-
can Embassy. The package, which contained KGB reports dealing mainly with
surveillance techniques and operations against the American Embassy, was
opened by the political counselor of the Embassy. He concluded this was a
Soviet provocation and, after copying the documents for CIA, insisted they be
returned to the Soviets.

Nosenko reported that when the documents were returned the KGB im-
mediately identified Cherepanov as their source. A quick check revealed that
Cherepanov had disappeared. Nosenko himself then became part of ateam of
KGB officers hastily organized to find and arrest him.

The legitimacy of the Cherepanov documents was questioned at the time
theywerefirst received and analyzed at CI A Headquarters, but no firm conclu-
sionwas reached. In 1962, Nosenko had reported that CIA's first penetration of
the GRU, Colonel Popov, had been arrested in 1959 as aresult of surveillance
of an American diplomat in Moscow. This comfortable explanation deflected
suspicion of aKGB penetration of CIA as the cause of Popov's demise. One of
the Cherepanov documents, plus a note from Cherepanov that accompanied
the documents, confirmed Nosenko's earlier report and provided additional

plausible details.

A different Cherepanov document concerned another area of concern
relating to Popov's compromise. It was adetailed KGB analysis of movements
by FBI surveillance teams in New York City. It showed KGB awareness of a
special FBI surveillance at precisely the time an illegal agent dispatched by
Popov had arrivedin New York City. CIA had giventhe FBI information o1 this
illegdl's arrival. A compromised FBI surveillance would have drawn SUspiClon
to Popov, and there was speculation that it was a possible cause of Popov's
compromise. The Cherepanov document could have been planted to exacer-
bate the already difficult relationship between CIA and the FBI.
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Theinformation from Nosenko and Cherepanovwas mutually reinforcing.
The documents Cherepanov delivered in 1963 confirmed Nosenko's earlier
report that Popov had not been compromised through penetration of CIA.
Then, when the Cherepanov documents were questioned at CIA Headquar-
ters, Nosenko came out in 1964 to confirm their authenticity. |f a KGB team
had been sent out to apprehend Cherepanov, then obviously the documents he
provided were genuine rather than a KGB provocation. When Nosenko was
judged to be under KGB control, it seemed clear that Cherepanov must have
been under control as well, and that both were confirming each other's bona
fides while pushing the view that Colonel Popov had not been compromised
through penetration of CIA.

Yuriy Loginov was a KGB illegal who volunteered his services to CIA in
May 1961 while abroad on an illega's training mission. He came to the West
again in 1962 and for a third time in 1964, shortly after Nosenko's defection.
The purpose of his 1964 trip was to cultivate and prepare for recruitment an
American military communicator stationedin Cairo. Loginov broughtwith him
several items of interest, including acopy of aTop Secret KGB training manual
presenting KGB doctrine on the recruitment of Americans. After 15 monthsin
the West, Loginov returned to Moscow to report that he had devel oped agood
personal relationship with an American, but that the target did not appear
recruitable and was being reassigned to the United States.

The Loginov case baffled SB Division from the start. Although theinforma-
tion he provided, particularly in the counterintelligence field, appeared to
check out, this very fact gave riseto consternation, as Loginov did not conform
to SB Division's conception of the type of man the KGB would select to train
and dispatch as aniillegal. Nor did the instructions Loginov received from the
KGB while in the West conform to SB Division ideas of how the KGB would
handle such an agent (anomalies and inconsistencies approach).

The decisive evidence that condemned Loginov, however, was his report-
ing that supported the bonafides of both Cherepanov and Nosenko. Loginov's
father had adacha next door to Cherepanov, and Loginov reported that, in the
fdl of1963, hewitnessed the KGB search of Cherepanov's dacha. Nosenko had
reported participating in this search. Loginov's story seemed to confirm the
reality of Cherepanov's flight and capture, but the coincidence of the neighbor-
ing dacha that justified his knowledge seemed extraordinary. Loginov aso
reported on KGB reactions to Nosenko's defection, and said that, because of
the defection, his own dispatch to Canadaon anew mission had been cancel ed.
(Unbeknownst to Loginov, Nosenko knew about another illega aso being
readied for dispatch to Canada, which undoubtedly persuaded the KGB it
would be prudent to delay sending Loginov.)

As aresult of these two reports, Loginov was immediately labeled part of




406 COUNTERESPIONAGE

the master deception plot, with the role of supporting the bonafides of Chere-
panov and Nosenko. The document on KGB operational doctrine for recruit-
ment of Americans was judged authentic and was exploited extensively to
improve the security of American installations and businesses abroad. Thiswas
considered the price the KGB was prepared to pay to support Loginov's bona
fides and, thus, make him more effective in his role as a deception agent.

When Loginov travel ed West again, on a Canadian passport with amission
to legalize himselfin South Africabefore moving permanently to Canada, CIA
arranged for him to be arrested in South Africa. Under questioning by the
South Africans, he admitted to being aKGB illegal doubled by the Americans.
After Loginov spent sx months in solitary confinement, two CIA officers
interrogated him for over three monthsin an effort to force an admission that
he had been directed by the KGB to contact CIA and pass disinformation.
Despite optimal interrogation conditions, Loginov refused to change his story,
s0 the South Africans were left with the same problem that CIA Originaly had
with Nosenko-what to do with a Soviet who was not trusted but against whom
one had no juridical evidence.

A fortuitous solution to this problem appeared when East Germany
claimed Loginov as an East German citizen (acommon ploy in such cases) and
suggested he be included in an East-West German prisoner exchange. CIA
encouraged the idea despite Loginov's pleas not to be exchanged. At the ex-
change point, in July 1969, Loginov resisted repatriation for four hours until he
was forcibly turned over to the waiting KGB officers. Subsequent reporting
indicates he may have been executed.

There is every reason to believe that both Cherepanov and Loginov were
bonafide sources, not under KGB control. They producedvaluableintelligence
consistentwiththeir access, but they failed the master plotlitmustest. Consider-
ation of other anomaliesinthese cases or thevalueofinformation suppliedwere
al subordinatedto theoverwhel mingimportanceattributedto thefactthat both
sources supported themes considered to be part of the master deception plot.

These clear examples of the litmus test strategy illustrate the major weak-
ness of this strategy for analyzing deception. The strategy presupposes cer-
tainty about the information or source used as a basis for the test. In this
instance, the analysts were certain about Nosenko being under control, but
their certainty was unjustified and led to wrong conclusions in about a dozen
cases, with immense consequences for CIA in lost operational opportunities,
and often with adverse personal consequences for the Soviets involved.

Cost Accounting Approach.
An andyst emplOying this strategy focuses on the cost incurred by the adversary
to conduct adeception. |fthe cost is higher than any potential gain, the decep-
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tion hypothesis is rejected. Most frequently considered is the cost of providing
vdid and vauable information to establish and maintain the credibility of a
deception channel. This approach judges asource on the basis of its production.
This is the strategy generally used by the Directorate of Operations (DO)
reports officer, as distinct from the DO operations officer, who is more likely to
focus on anomalies or inconsistencies in the circumstances under which the
source obtained the information or passed it on to us.

The cost accounting approach assumes an accurate understanding of how
much an adversary is willing to sacrifice to achieve his gods. This is difficult
because, in principle, there dways can be agod that is important enough to
justify any cost. Such analysis, therefore, may be correct in routine cases that
follow the established pattern, but wrong in the rare, exceptionally high-stakes
situation when it counts the most. Traditional theory holds that deception is
most likely when the stakes are hi ghest-f or example, when an adversary would
be willing to pay the greatest price to achieve his gods.

The three previous approaches-motive, anomalies and inconsistencies,
and litmus test-are best used to show the presence of deception. One cannot
do that with the cost accounting strategy. This strategy can be used only to prove
the absence of deception, not its presence. This is because high cost may (or
may not) imply the absence of deception, but low cost does not necessarily
imply its presence.

Cost accounting was the primary strategy employed by those who believed
Nosenko was a bona fide defector. Briefly, it was argued that information
provided by N osenkowas so valuable to CIA and so damagingto the USSR that
it was inconceivable the KGB would willingly give it avay. The KGB would
never deliberately place one of its own officers into the hands of its principal
adversary.

Bruce Solie, the Office of Security officer who handled Nosenko's ;¢h5-
bilitation, believed a source should be judged on the quality of information
received. He felt that too much attention had been paid to challenging .
senko's story, and not enough to finding out everything he could tell us about
KGB operations. Accordingly, Solie's debriefing concentrated on obtaining
more information. Since the value of Nosenko's information created a pre-
sumption of bonafides, Solie's approach to anomalies and inconsistencies was
to seek some plausible explanation and to recognize that, given the nature of
the case, some anomalies. may never be explained. Subsequently, the FBI
reported that a minimum of nine new counterintelligence cases were jeyel-
oped as aresult of Solie's reexamination, and that new information of consider-
able importance was developed on old cases; additional detailed information
was aso obtained on KGB operationsin other countries, and on KGB organiza-
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tion, modus operandi, and personnel. Altogether, the information pointedto a
valuable, bona fide source.

Nosenko provided identification of, or leads to, some 238 Americans and
about 200 foreign nationalsin whom the KGB had displayed varying degrees of
interest, and against whom they had enjoyed varying degrees of success. He
providedinformation on about 2,000 KGB staff officersand 300 Soviet national
agents or contacts of the KGB. His information on the methods and scope of
Second Chief Directorate operations against foreign diplomats and journalists
in Moscow and visitors to the Soviet Union filled alarge gap in our knowledge
and had an enormous impact on the raising of ClA's consciousness of these
operations; the result was important improvements in the physical security of
U.S installations'and in the personal security of U.S. officials and visitorsto the
USSR. The Soviet Union suffered additional costs through the adverse public-
ity and deterrent effect of Nosenko's defection and the arrest of several agents
he identified.

The master plot theorists dso assessed the value of Nosenko's informa-
tion, not as the overriding criterion for evaluating his bonafides, but certainly
as arelevant consideration. They came to the opposite conclusion. They a-
gued that KGB operations reported by Nosenko had been previously re-
ported by Golitsyn or other sources, involved agents who had lost their access,
who the KGB had reason to believe had been compromised, who were unim-
portant, or where the information could not be confirmed. At times, this
argument was made with a stacked deck, and Nosenko aways came out the
loser. If Nosenko reported on a KGB operation previously reported by an-
other defector, thiswas not counted as aplus for Nosenko, because the KGB
already knew the operation had been compromised. Ifhe reported an opera-
tion not previously known, the information was judged doubtful because it
could not be confirmed.

The argument that Nosenko's information was unimportant was dways
difficult to sustain, as it kept being contradicted by redlity. For atime, various
rationalizations were possible, but eventually Solie's supplemental debriefing
of Nosenko, amore objective interpretation of his information, and successful
investigation of the leads developed a clear record to Nosenko's credit.

For example, Bagley argued that Nosenko's information on microphonesin
the American Embassy in Moscow was a KGB giveaway, as Golitsyn had
aready reported on this subject. Golitsyn's report, however, was only ageneral
statement that the Embassy was bugged. Nosenko identified which offices,
where in these offices the mikes were located, and what conversations had
been monitored. It was only Nosenko's more detailed, first-hand information
that persuaded the State Department to incur the significant cost and disrup-
tion involved in tearing out walls to find and neutralize the installation. They
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found 52 mikes, 47 of them still active, covering many of the most interesting
offices in the Embassy.

Nosenko's supporters and detractors largely ignored each other's argu-
ments, as they approached the analysis of Nosenko's bona fides from entirely
different paths and used different criteriafor judging the truth. In the context
of the master plot, the value of information provided by Nosenko measured
only the magnitude of the deception to come. To believersin Nosenko, on the
other hand, thelist of espionage casesthe FBI had devel oped from hisinforma-
tion and the many leads to KGB agents in other countries were ample proof of
his bonafides. Asthe KGB would not willingly sacrifice thisinformation, there
must be some other explanation for the conflicts in his story.

Ironically, one of the strongest points in favor of Nosenko was not made in
any of the studies of his bona fides. This is because of the tacit agreement by
Nosenko's detractors and supporters aike that he should be considered on his
own merits, without reference to the master plot as a whole. This was an
artificial limitation, as almost everyone on both sides of the issue recognized
that, if Nosenko were bonafide, the master plot theory would collapse. Con-
versaly, if the master plot theory could be disproved, the case against Nosenko
would be difficult to sustain.

The point is that Nosenko's information was only a small part of the total
information on Soviet intelligence being received at that. time from multiple
sources believed to be part of the master plot. Ifall the valuable information
from al the supposedly controlled sources had been collected in one massive
compendium to show the incredible magnitude of what was allegedly being
sacrificed, it would have made a most powerful argument against the master
plot theory and, therefore, against the argument that Nosenko was under
control.

Tothefew who wereinformed of dl these other cases and saw events from
the master plot perspective, it began to appear asthough the entire KGB might
have become a sacrificial lamb on the altar of deception and diversion. The
diehards-some would call them paranoids-rationalized this by concluding
that the deception must be even bigger and more important than previously
believed; as the KGB sacrifices mounted, the level and importance of the
assumed penetration went higher and higher. Others, however, who initialy
had accepted the inherent plausibility of the master plot, began to have doubts.
There had to be some limit on how much the KGB would give away.

A former Chief of the Cl Group in SB Division told me, for example, that
he first began to doubt the master plot theory when he learned about a senior
East European military officer who had been supplying CIA with very impor-
tant Warsaw Pact documents for many years. Giving away counterintelligence
leads to divert opposition security services was one thing, but the wholesale
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sacrifice of military secrets was quite another. Continuation of this operation
seemed to belie the existence of awell-placed KGB penetration of CIA, which
was an essential part of the master plot theory.

In 1976, John Hartvisited Tennant Bagley, whohadretiredfouryearsearlier,
to inquire whether, after so much time, he still rejected Nosenko's bonafides.
Bagley askedifthere had been any new evidence confirming Nosenko's story, to
which Hartrepliedtherehadnot. | believethat Hartwaswrong; therewas much
additional evidence to refute the master plot theory. During the intervening
years, old sources continued and new counterintelligence sources were devel-
oped that produced a continuous flow of very valuable information, thereby
greatlyincreasingthetotal costto the Sovietsifthemaster plottheorywerevdid.
The most knowledgeabl e new sources would have failed the master plot litmus
test, for they confirmed genuine KGB distress at Nosenko's defection, reported
that the KGB would be unwillingto use aKGB staff officer asadoubl e agent or
false defector, and failed to report any massive counterintelligence deception
program or penetration of CIA at the level that had been feared.

In summary, this cost accounting strategy led to an accurate judgment of
Nosenko's bona fides. Our discussion does, however, illustrate the principal
weakness of this approach, namely, how to determinewhat the adversary might
regard as an acceptable cost. Analysts on both sides of theissue recognized that
asource's production is a useful criterion for judging bonafides, but they had
radically different views on how much information and the kinds of information
the KGB would be willing to sacrifice in the interest of deception.

Predictive Test Approach.

This approach is not normally used in intelligence andyss, but it could and
should be used under select circumstances. 1t might dso be called the scientific
approach, for it addresses a problem the way a scientist does. The scientist
develops atentative hypothesis to explain the phenomenon under study, then
devises tests to prove or disprove the hypothesis. The same approach can be
used in deception andysis.

A tentative hypothesis about deception can often be tested by using the
presumption of deception to make a series of predictions. If the deception
theory generates predictions that are borne out by subsequent experience, this
suggests that the hypothesis is true. | f expectations are contradicted byexperi-
ence, this suggests that the hypothesis may be wrong.

The principal vaue of testing views in this manner is that it makes it more
difficult to rationalize contradictory evidence. There is a human tendency to
interpret new information in ways that do not require us to change our minds.
By using a hypothesis about deception to make explicit predictions, one spe-
cifies the circumstances under which one could be proved wrong. The predic-
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tions are either confirmed or they are not. The latter outcome pointsto possible
flaws in one's understanding of the subject and provokes thought as to where
reasoning went astray. 1f one has not made explicit predictions, one may not
concede or even recognize that the reasoning was ill founded.

The wealmess of this strategy is that it presupposes some form of ongoing
activity, so that one can make short-term predictions and seeif they come true.
Another weskness is that it requires more salf-conscious introspection and
willingness to question one's own assumptions than most intelligence analysts
are comfortable with, and therefore is seldom used.

This strategy was not used explicitly in any of the analyses of the Nosenko
case. Thisform of reasoning did, however, implicitly affect the thinking of some
personsinvolvedinthe case. The master plot theory did | ead to certain expecta-
tions, orimplied predictions, and when they were not borne out in practicethis
did engender doubts about the theory.

The most obvious expectation was that it might be possible to break No-
senko. Of course, one could never be certain Nosenko would break evenifhe
were under KGB control, but the interrogators had important psychological
advantages. They had total control over Nosenko, were "certain" he was a
K GB-dispatched agent, and even "Imew" the purpose of the KGB opefations.
Yet Nosenko did not confess to anything more than a few self-serving lies.
Similar advantages existed in the CI A interrogation of Loginov in South Africa;
again, the interrogation was unsuccessful.

The master plot theory assumed the existence of awell-placed KGB pene-
tration of CIA. It predicted that KGB agents, such as Nosenko, were either
being directed with guidance from the penetration, or were beingusedto build
up or protect the penetration. This limited the suspects to afinite number of
CIA officers. It was estimated that astute counterintelligence analysis and
security investigation would identify the penetration, but no such penetration
was discovered despite extensive investigation. Again, the theory was contra-
dicted by events. This might logically have | ed the proponents of the theory to
question their assumptions, but it did not.

Additional expectations concerned the KGB operations on which Nosenko
reported. Onewould expect the KGB to try to achieveits deception goalswith
the minimum necessary cost to itself. This led to the view that Nosenko's
revelations about KGB operations were probably less important than they
appeared to be. Specificaly, if was anticipated that investigation of Nosenko's
leads to seemingly well-placed KGB agents would show that these agents had
recently lost their access or were, for some other reason, expendable to the
KGB. Further, it was expected that investigation of tantalizing leads to agents
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who could not be fully identified by Nosenko would lead to dead ends, so the
KGB would really have sacrificed nothing at al. In some cases, these expecta-
tions were accurate, but in a significant number of cases investigations did
identify valuable KGB agents.

These beliefs and expectationswere, in effect, logica deductions or predic-
tions based on the master plot hypothesis. | fthey had been set forth explicitly as
predictions, and recognized asvalid if partial and imperfect tests of the hypoth-
esis, it would have been far more difficult to ignore the implications of their
being contradicted by events. Unfortunately, the advocates of the master plot
theory were seeldngto proveit, not to test it. They regarded the master plot asa
fact, not as a hypothesis to be subjected to critical examination, so develop-
ments that seemed to contradict this view were ignored, rationalized, or misin-
terpreted.

lll: Conclusions

Heretofore, | have tried to present an objective account of the diverse
arguments used, or in some cases not used, by those on both sides of the
Nosenko issue. What follows is personal opinion. The reader is cautioned that
opinions on this case are as numerous and varied as the many CIA and FBI
officers who were personally involved in one or another phase of it. The
opinions expressed here are certainly not the final word.

| will start by making my personal bias clear. | became a believer in the
master plot theoryin 1965when first exposed to the reasoning described above
under the motive approach. Although initialy a believer, | never put much
stock in Bagley's Thousand Pager, as | had learned from experience to be
skeptical of conclusions based on the anomalies and inconsistencies approach
to counterintelligenceanalysis. My first doubts arose when, one by one, various
expectations failed to materialize, which is the reasoning described above
under the predictive test approach. Subsequently, for reasons discussed under
the cost accounting approach-the high volume of significant intelligence
being received through multiple sources-| rejected the master plot theory
and concluded that Nosenko was not acting under KGB control. This conclu-
sion was recently reinforced when, in doing research for this study, | learned
how the many anomalies and contradictions were eventually explained.

I remain firmly opposed to the view that the master plot was an irrespons-
ible, paranoid fantasy. Given theinformation available at the time, as described
under the motive approach, it would have been irresponsible not to have
seriously considered this possibility. The mista<e was not in pursuing the mas-
ter plot theory, but in getting so locked into a position that one was unable to
question basic assumptions or to note the gradual accumulation of contrary
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evidence. This type of analytical error is not uncommon, and dl of us are
susceptible to it. 1t can lead one to overlook deception as well as to perceive
deception when it isn't there, as happened in the Nosenko case.

Gordon Stewart was correct in criticizing Bagley's analysis for assuming
gUilt and then interpreting every discrepancy as evidence of this guilt. After
serious doubts began to be raised about this analysis, the Soviet Bloc Division
should have assigned an officer in a devil's advocate role to do an anaysis that
assumed innocence, then examined how the evidence could beinterpreted as
being consistent with this view. By failing to give afair shake to the opposing
view, SB Division lost control of the case to another component that ap-
proached the analysisfrom atotally different perspective. Thislesson should be
taken to heart by any component involved in a serious controversy over decep-
tion.

Most important for this study is not what we [earn about the N osenko case,
but what can be learned about deception analysisin general. There seem to be
five quite separate and distinct paths to reaching judgments about deception.
Which path one choosesis strongly influenced by one's past experience and the
patterns of thought associated with one's functional responsibilities or organi-
zational affiliation. The path one take determines, in turn, the evidence one
seeks and, in large measure, the conclusion one reaches..

Generally, analystsin the Nosenko case gave greatest weight to the kinds of
evidence they were most familiar and most comfortable with, and thisin turn
determined which approach they took. Some counterintelligence personnel
were very familiar with and influenced by the concern about penetration of
CIA. Speaking for mysdlf, for example, | had been the Headquarters desk
officer on the Goleniewsld case at the time we received both of his reports, the
oneonthe penetration of CIA andthe onethat ledtoidentification of Felfeas a
KGB penetration of West German intelligence. | had aso seen first hand how
much damage awell-placed penetration, such as Goleniewsld, could do to an
opposition service. This personal experience made the master plot seem very
real and very plaUSible. Other counterintelligence specialists, more directly
involvedin the Nosenko casethan |, had personal experiencewith the seeming
contradictions and extraordinary coincidences in his story, o thisis what most
influenced them.

One's professional experience and organizational affiliation play important
rolesin determiningthe strategy one employs to analyze deception. Counterin-
telligence officers, DO reports officers, and DI intelligence anaysts look at
deception through different conceptual lenses. The strategy employed, in turn,
largely determines what evidence one seeks and the conclusion one reaches.
Examination of Soviet motives |ed Bagley to review the entire history of CIA
and KGB counterintelligence operations. Anomalies and inconsistencies per-
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ceived by counterintelligence personnel in the initial debriefing of Nosenko
ledto hostileinterrogation to devel op still more anomalies and inconsistencies.
Solie's cost accounting approach led to friendly interrogation designed to pro-
duce as much information as possible, while playing down the anomalies. The
litmus test approach focused attention on how other sources information
related to the Nosenko case, while overlooking the total val ue of these sources
information.

The Nosenko casevividly illustrates the wealmessesinherent in each of the
five strategies for analyzing deception. Bagley identified aplausible motive for
Soviet deception and supported it with voluminous circumstantial evidence,
yet Nosenko was not under Soviet control. There was an enormous number of
anomaliesand inconsistencies in Nosenko's story, yet they were dl produced by
sloppy translation and inadequate debriefing, the unique aspects of Nosenko’s
background and personality, genuine accident and coincidence, and the Cir-
cumstances of his handling; they were not truly indicative of hostile controL

Comparing the value of information received from a source against some
criterion of the cost the adversary would bewilling to incur dso leads to strong
inferences about deception, but only if the putative threshold of acceptable
costis correct; inthe Nosenko analysis, that thresholdwas itself amajor point of
disagreement. Comparing suspect information against some objective crite-
rion of truth can lead to strong inferences about deceptiOn, but only If the
criterion does indeed represent the truth; in the Nosenko case, it did not.
Making test predictions can prompt reconsideration of one's views if they fail
the test of experience, but, typicaly, this was not done in the Nosenko casg;
analysts were too busy trying to prove they were right, rather than testing their
assumptions.

Ifthereisasinglelessonto belearned from this, itisthat al five approaches
are useful for complete anadlysis. Exclusive reliance on anyone strategy is
dangerous. The cost accounting approach led to a correct conclusion in the
Nosenko case, but it, too, has inherent vulnerabilities, and there is no guaran-
tee it will be correct in al future cases. This places a heavy burden on the
deception analyst. To do athorough analysis of al the possibilities, one m.ust
examine the diverse bodies of evidence relevant to each of these strategies.
Thiswill often requireinvestment of substantial time to gain understanding of
previously unfamiliar fields.

This article is an extraordinarily detailed, tough-minded manual on how
to resist counterintelligence interrogation. Implicitly it is also a manual
on tactics and strategies available to interrogators themselves in many
countries. Explicitly it is Cold War focused, but readers remain free to
extrapolate. (One way, still Cold War but inverted, would be to put
oneself in Nosenko's place or that of his American interrogators.)

Defense Against nist
Interrogation Organizations

GEORGE STANTON

The suggestions offered herein for practical defense against
Communist interrogation organizations are deSigned to be used very sdlec-
tively and with caution in the briefing of anti-Communi st secret agents running
the danger of Communist imprisonment.! Because some ofthe tacticsoutlined
could be of useto other categories of persons, such as prisoners of war, political
prisoners, and noncombatants, this study is offered with the reservation that it
is not to be construed either as a modification of official U.S. Government
doctrine or an exhaustive treatment of the Communist system of prisoner
management and exploitation.

The Importance and Techniques of Preparation

Most of the available guidance on this subject is too much concerned with
thetactics of the conflict between the prisoner and hisinterrogator after arrest,
and not enough with the preparations that the endangered agent can and
should make in advance. His preparations are very often decisive in determin-
ingthe outcome of his resistance effort. The agent must beprepared physicaly,
organizationally, and mentally.

Among the most important physical preparations is to separate oneself as
far as pOSSble from incriminating materials such as commo plans, one-time
pads, radios, secret inks, weapons, special cameras, documents, and money in
bulk Linkageto incriminating persons must be adequately covered, and dl the
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1. Briefers should bear in mind that some agents, getting the full briefing, might decamp
rather than take the risks.
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